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The 
Personally 
Identifiable 
Information 
Problem

Ongoing issues surrounding the controlling and 
securing of Personally Identifiable Information 
(PII):
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● Billions of dollars lost to PII data breaches

● Commercialization of PII
 presents both ethics and security problems

● Current model of PII flow is broken
○ Users are asked to submit various PII

● No effective tools for Web2 app 
developers to mitigate PII leaks



Vision & 

Opportunity 

● Verifiable Computation (aka ZKP)

● Use of ZKP has remained within the blockchain or 

Web3 applications

● No known ZKP-based developer's tool for building 

general purpose privacy protecting module for the 

Web2 applications 

Vision

Opportunity

● Build a very effective privacy protecting software 
component for the traditional web services.  

● password-less environment to identity less world.
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Zero Knowledge Proof 

Zero-Knowledge

Completeness

Soundness
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OZKi is a ZKP based framework for developing 
privacy protecting components of a web 

application using verifiable computation as its 
underlying technology.

What is 

OZKi?
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OZKi Components

OZKi has two main components: 
● OZKi Toolkit 

○ Toolkit CLI
A command line tool to build a proof function.
The proof function is the function where you define the 
app-specific constraints or requirements on the user’s PII.

○ Toolkit Library
The library implements the typescript abstraction around 
the proof function by providing the ProofGenerator and 
ProofVerifier classes. This minimizes ZKP exposures to 
the web developers.

“OZKi is specifically designed to assist Web2 developers implement privacy-protecting software 
components with minimal efforts and without the need to use blockchain.” - OZKi Team 7



OZKi Components

● OZKi Oracle Service
○ Is a Web3 concept that we borrowed and used for the 

OZKi framework

○ The oracle is used to bring external data into the ZKP 
computation. 

○ OZKi designed the oracle to pull PII securely from the 
original sources. 

The toolkit and the oracle work together to provide a secure 
end-to-end proving system. 

“OZKi is specifically designed to assist Web2 developers implement privacy-protecting software 
components with minimal efforts and without the need to use blockchain.” - OZKi Team 8



OZKi Main Features
OZKi enables the concept of proof-based authorization, which can be used to replace the 
traditional login process. In this model, the server receives only the proof, not the PII.
Here are some of the main implementations:

● Proof of Payment
The server can verify if the user has made the required payment to access the 
service without knowing the user’s PII.

● Proof of Login
The server can verify if the user’s login properties match some conditions without 
knowing the email address itself.

● Proof of Hash
In game scenario: the (leaderboard) server can verify if the user’s answer is correct 
without knowing the answer itself.

“OZKi is specifically designed to assist Web2 developers implement privacy-protecting software 
components with minimal efforts and without the need to use blockchain.” - OZKi Team 9



OZKi-Bot is a sample application that demonstrates the use 
of the OZKi-Toolkit to build proof-based authorization flows 
within web applications that make use of user-generated 
content for end-users referred to by developers
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DEMO! DEMO!

http://www.youtube.com/watch?v=Em9U_jfupdw


OZKi 
Framework
Overview 

Threat Models

Key Concepts &
Programming Interface

Documentation
& Installation
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OZKi 
Next Steps  

● In its current form, OZKi is a developer’s tool and 
framework 

○ However it is possible to use to extend the OZKi 
oracle as proof-as-a-service offering to the 
users

● OZKi is an open source project
● We welcome the developer communities to 

improve OZKi, or fork it, and bring it to the next 
level

● Create an easy-to-use, high-level language which 
compiles into circom

● Further simplify OZKi interface

Proof-as-a-Service

High-level proof function language

Open Source ZKP Community Involvement
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https://vizualkei-labs.gitbook.io/ozki/project/forum

For more information visit https://vizualkei-labs.gitbook.io/ozki/ 20

The Proof is in OZKi


